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Purpose  

The purpose of this document is to describe the process how wireless clients can 

connect to different VLANs on  a wireless network.  

 

Today wireless networks contain  a single SSID and a static policy associate d to each 

SSID. This means that every user who connects to the wireless network will be 

granted access based on the policies that you define on the RADIUS server and that 

every user will retrieve the same settings.   

 

Dynamic VLAN assignment is a feature th at places the wireless user into a specific 

VLAN based on the SSID. This task of assigning users to VLAN s is handled by the 

Network Policy Server on windows Server 2008.  Each wireless network (SSID) can 

have its own encryption and authentication method. Once the authentication is 

successful, the Network Policy Server passes some IETF attributes to the user.  

 

The following table gives you a list of the RADIUS attributes used for VLAN 

assignment:  

IETF 64 (Tunnel Type)  Set this to VLAN  

IETF 665 (Tunnel Medium  Type)  Set this to 802  

IETF 81 (Tunnel Private Group ID)  Set this to the VLAN ID  

 

Schematic Network Design  
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ADLHSRV01
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AP

ADDEVSW
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e 0
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172.16.20.0/24
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ADDEVDC01
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In this design , VLAN 1 is the native VLAN and VLAN 20,  30 are user -defined VLANs. 

Only VLAN 20 and 30 are available o n the wireless domain.  

 

The following table gives you an overview of all the devices used, their role and IP 

address:  

Device  IP Address  VLAN ID  Description  

ADDEVDC01  172.16.10.2  1 Windows Server 2003 Domain 

Controller, DNS, Enterprise Root CA, 

DHCP 

ADLHSRV01  172.16.10.3  1 Windows Server 2008 Member Server, 

Network Policy Server  

ADVI01  Dynamic  Dynamic  Windows Vista Client  

AP 172.16.10.230  1-20 -30  Wireless Access Point  

ADDEVRTR 172.16.10.1  

172.16.20.1  

172.16.30.1  

1-20 -30  Inter -VLAN Router  

 

The following  table gives you an overview of the network IDs used in this design:  

VLAN ID  Network ID  
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1 172.16.10.0/24  

20  172.16.20.0/24  

30  172.16.30.0/24  

 

Choosing a Microsoft Enterprise Root CA  

When you install a Certificate Authority (CA) you have the choice bet ween a 

Standalone and  an Enterprise CA. This means that there are two different policies 

available how to handle a certificate request.  

Standalone CA  

Standalone CAôs are not integrated in an Active Directory environment and rely on 

administrative action to  verify the user who requests  a certificate.  

 

When a user submit a certificate request, the user must apply all identifying 

information about themselves and the type of certificate the user want to request. By 

default, all certificate requests send to a st andalone CA are set to the pending state, 

so that a CA administrator can deny or allow the certificate request.  

Enterprise CA  

Enterprise CAôs are integrated with Active Directory and authenticate the user who 

requests a certificate. This means that the use r must have a user account in Active 

Directory before the user can request a certificate from a n Enterprise CA.  

 

When a user logs on, the user has to authenticate them  to the domain using a domain 

user account and password. A domain controller validates th e logon request of the 

user account and is assigned a security token.  

An Enterprise CA will use this security token to check if the user is allowed to request 

a certain certificate.  

 

The user can manually request a certificate by using the usersô web browser or a CA 

administrator can assign auto -enrollment via Group Policies.  

A CA administrator also can configure an Enterprise CA so that a computer account 

can automatically receive a certificate. This process is also done via Group Policies.  
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When a comput er starts up, a list of previously assigned computer certificates is 

compared with the certificate templates assigned via Group Policies. If the computer 

does not have a valid certificate for a n assigned certificate template, the computer will 

request the certificate.  

 

An Enterprise CA works with certificate templates. A certificate template identifies a 

certificate because there are some purposes defined in these templates for what the 

certificate actually can be used.  

Additionally a CA administrator has t o modify the Discretionary Access List (DACL) to 

assign permissions to certificate templates.  

 

Configuring Windows Server 2003 Certificate Authority  

¶ Install Windows Server 2003 Certificate Authority  

Install Windows Server 2003 Certificate Authority  

§ Open  Ad d or Remove Programs  from the Control Panel .  

§ Click on Add/Remove Windows Components  and select  Certificate 

Services  from the Windows Components Wizard  dialog box and click Next .  

§ Select Certificate Services  and on the Microsoft Certificate Services 

exclamat ion box, click Yes.  

 

§ On the Certificate Authority Type  page, select the appropriate type of CA 

you want to set up and click Next.  
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§ On the CA Identifying Information  page, enter information that is 

appropriate for your company in the Common name  for this CA textbox and 

specify also the Validity period  for CA certificate, click Next 1 

 

§ On the Certificate Database Settings  page, enter location for the certificate 

database, database log and configuration information, click Next.  
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§ A Configuring Components  pag e shows up to display setup information.  

  

§ Click Finish  to exit the installation process.  



 

 
Configuring wireless dynamic VLANs on Windows Server 2008 , version 1.0    10  

  

 

Note 1: If you want to change the default cryptographic settings, select the Use custom 

settings to generate the key pair and CA certificate. Then you will be pro mpted to 

change the CSP, hash algorithm and key length.  

If you setup a CA from an earlier version or if you had previously a standalone CA and 

you want to move to an enterprise CA, then you have to select this checkbox and 

select Use an existing key from t he dialog box.  
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Prepare the environm en t for secure WLAN  

You need to prepare the environment with wireless groups to support the appropriate 

authentication. The next step is the create security groups in Active Directory for 

wireless access.  

¶ Create a gro up AutoEnroll NPS Server Authentication Certificate  

¶ Create a group AutoEnroll Client Authentication ï Computer Certificate  

¶ Create a user account for VLAN 20  

¶ Create a user account for VLAN 30  

¶ Create a group Wireless Users VLAN 20  

¶ Create a group Wireless Use rs VLAN 30  

Create a group AutoEnroll NPS Server Authentication Certificate  

§ Open Active Directory Users and Computers  from Administrative Tools .  

§ Select Organization Unit you want to create the group.  

§ Right click on the OU, select New ï Group  

§ On the New  Obje ct ï Group  window, type the name of the group AutoEnroll 

NPS Server Authentication Certificate  and click OK  

 

Create a group AutoEnroll Client Authentication ï Computer 
Certificate  

§ Open Active Directory Users and Computers  from Administrative Tools .  

§ Select Organization Unit you want to create the group.  
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§ Right click on the OU, select New ï Group  

§ On the New Object ï Group  window, type the name of the group AutoEnroll 

Client Authentication -  Computer Certificate  and click OK  

 

Create a user account for VLAN 20  

§ Open Active Directory Users and Computers  from Administrative Tools.  

§ Select Organization Unit you want to create the user.  

§ Right click on the OU, select New ï User  

§ On the New Object ï User  dialog box, type Stef  in First Name  and type Stef  

in User Logon Nam e . Click Next  
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§ In the New Object ï User  dialog box, type a password of your choice in 

Password  and Confirm Password  box. Clear User must change password 

at next logon  check box. Click Next  and click Finish .  

 

 

Create a user account for VLAN 30  

§ Open Active  Directory Users and Computers  from Administrative Tools.  

§ Select Organization Unit you want to create the user.  
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§ Right click on the OU, select New ï User  

§ On the New Object ï User  dialog box, type Johan  in First Name  and type 

Johan  in User Logon Name . Click Next  

 

§ In the New Object ï User  dialog box, type a password of your choice in 

Password  and Confirm Password  box. Clear User must change password  

at next logon  check box. Click Next  and click Finish .  

 

Create a group Wireless Users VLAN 20  
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§ Open Active Dire ctory Users and Computers  from Administrative Tools .  

§ Select Organization Unit you want to create the group.  

§ Right click on the OU, select New ï Group  

§ On the New Object ï Group  window, type the name of the group Wireless 

Users VLAN 20  and click OK  

 

§ In the details pane, double click on Wireless Users VLAN 20.  

§ Click on the Members  tab and click Add .  

§ On the Select Users, Contact, Computers, or Groups  dialog box, in the 

Enter the object names to select , type Stef and click OK  

Create a group Wireless Users VLAN 30  

§ Open Active Directory Users and Computers  from Administrative Tools .  

§ Select Organization Unit you want to create the group.  

§ Right click on the OU, select New ï Group  

§ On the New  Object ï Group  window, type the name of the group Wireless 

Users VLAN 30  and  click OK  
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§ In the details pane, double click on Wireless Users VLAN 20.  

§ Click on the Members  tab and click Add .  

§ On the Select Users, Contact, Computers, or Groups  dialog box, in the 

Enter the object names to select , type Johan and click OK  

 

Configuring an d Deploying WLAN Authentication 

Certificates  

Before we can use the wireless network, we need to deploy certificates. In this 

section, you need to create and deploy following certificate templates.  

¶ NPS Server Authentication  

¶ Client Authentication ï Computer  

¶ Client Authentication ï User  

¶ Adding Certificate templates to the Certificate Authority  

¶ Add NPS Server account to AutoEnroll NPS Server Authentication Certificate 

group  

¶ Add Client computer account to AutoEnroll Client Authentication -  Computer 

Certificate g roup  

NPS Server Authentication  

A server certificate is required on the NPS server to authenticate the wireless client 

computers during the EAP -TLS protocol handshake.  
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§ Open Certificate Authority  from Administrative Tools .  

§ Right click on Certificate Template s  and select Manage .  

§ Right click on RAS and IAS Server certificate template  and select 

Duplicate Template.  

§ On the  General  tab, in the Template display name field, type NPS Server 

Authentication.  

 

§ Click on the Subject Name  tab, select Build from this Activ e Directory 

information . Ensure that the subject name format is set to Common name  

and that only DNS Name  is selected under Include this information in 

subject alternative name.  
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§ Click on the Security  tab, click on the Add  button and add AutoEnroll NPS 

Server Authentication  Certificate  group. Assign Enroll  and Autoenroll  

permissions and click OK .  
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Note: You should remove RAS and IAS Servers from the ACL.  

Client Authentication ï Computer  

§ Open Certificate Authority  from Administrative Tools .  

§ Right click on Certificate Templates  and select Manage .  

§ Right click on Workstation Authentication certificate  template and select 

Duplicate Template .  

§ On the General  tab, in the Template display name field, type Client 

Authentication -  Computer.  
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§ Click on the Subject Nam e  tab, select Build from this Active Directory 

information . Ensure that the subject name format is set to Common name  

and that only DNS Name  is selected under Include this information in 

subject alternative name.  
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§ Click on the Security  tab, next click on the Add  button and add AutoEnroll 

Client Authentication ï Computer  Certificate  group. Assign Enroll  and 

Autoenroll  permissions and click OK .  
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Note: You should remove the Domain Computer s group from the ACL.  

Client Authentication ï User  

§ Open Certificate A uthority  from Administrative Tools .  

§ Right click on Certificate Templates  and select Manage .  

§ Right click on User  certificate template and select Duplicate Template .  

§ On the General  tab, in the Template display name field, type Client 

Authentication -  User.  
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§ Click on the Subject Name  tab, select Build from this Active Directory 

information . Under Subject name format ,  select Fully distinguish ed  name . 

Ensure that User Principal Name (UPN)  is the only option select under 

Include this information in subject alter native name .  

§ Verify that Include e - mail name in subject name  and E- mail name  boxe s 

are cleared.  
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§ Click on the Security  tab, next click on the Add  button and add Wireless Users 

VLAN 20 and Wireless Users VLAN 30 group s. Assign Enroll  and Autoenroll  

permiss ions and click OK .  
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Note: You should remove the Domain Users group from the member list.  

Adding Certificate templates to the Certificate Authority  

After you have configured or created new certificate templates, you have to add them 

to the certificate aut hority to enable enrollment.  

§ From the Certificate Authority , right click on Certificate Templates , select 

New ï Certificate Template to Issue .  

§ Select following certificate templates: Client Authentication ï Computer, Client 

Authentication ï User, NPS Serve r Authentication and click OK .  

§ Close Certificate Authority snap - in.  

Add NPS Server account to AutoEnroll NPS Server Authentication 
Certificate group  

§ Open  Active Directory Users and Computers from Administrative Tools.  

§ Double click on the  AutoEnroll NPS Ser ver Authentication  Certificate  

group.  
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§ Select Members  tab, click on the Add  button. Add NPS computer account and 

click OK.  

Add Client computer account to AutoEnroll Client Authentication 
ï Computer Certificate group  

§ Open  Active Directory Users and Computers  from Administrative Tools.  

§ Double click on the  AutoEnroll Client Authentication - Computer 

Certificate  group.  

§ Select Members  tab, click on the Add  button. Add the client computer account 

and click OK.  

 

Create GPOs  for Certificate Enrollment  

¶ Create a GPO fo r NPS certificate enrollment  

¶ Create a GPO for Client Computer certificate enrollment  

¶ Create a GPO for user  certificate enrollment  

Create a GPO for NPS certificate enrollment  

§ Open Group Policy Management Console  from Administrative Tools .  

§ Expand Domain s, ri ght click on  Group Policy Objects , select New  and type 

GPO NPS Server  and click OK .  

§ Right click on GPO NPS Server Authentication  and select Edit  

§ Expand Computer Configuration, Windows Settings, Security Settings  and 

Public Key Policies . 

§ In the details pan e, double click on  Autoenrollment Settings .  

§ Click Enroll certificates automatically . Select Renew expired certificates , 

update pending certificates, and remove revoked certificates  check box.  

§ Select the Update certificates that use certificate templates  check box 

and click OK .  
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§ Close Group Policy Editor  

§ Click on the Details  tab, select User Configuration Settings Disabled  from 

the GPO Status  list box.  

§ Link the GPO to the appropriate  OU.  

§ On the NPS  server, open command prompt and execute gpupdate.exe  

Crea te a GPO for Client Computer certificate enrollment  

§ Open Group Policy Management Console  from Administrative Tools .  

§ Expand Domain s, right click on  Group Policy Objects , select New and type 

GPO Client Authentication ï Computer  and click OK .  

§ Right click on G PO Client Authentication and select Edit  

§ Expand Computer Configuration, Windows Settings, Security Settings  and 

Public Key Policies . 

§ In the details pane, double click on  Autoenrollment Settings .  

§ Click Enroll certificates automatically . Select Renew expired  certificates , 

update pending certificates, and remove revoked certificates  check box.  

§ Select the Update certificates that use certificate templates  check box 

and click OK .  
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§ Close Group Policy Edit  

§ Click on the Details  tab, select User Configuration Set tings Disabled  from 

the GPO Status  list box.  

§ Link the GPO to the appropriate  OU.  

§ On the client computer , open command prompt and execute gpupdate.exe  

Create a GPO for U ser certificate enrollment  

§ Open Group Policy Management Console  from Administrative Tool s .  

§ Expand Domain s, right click on  Group Policy Objects , select New  and type 

GPO Client Authentication ï User , click OK .  

§ Right click on GPO Client Authentication -  User and select Edit  

§ Expand Computer Configuration, Windows Settings, Security Settings  and 

Public Key Policies . 

§ In the details pane, double click on  Autoenrollment Settings .  

§ Click Enroll certificates automatically . Select Renew expired certificates , 

update pending certificates, and remove revoked certificates  check box.  

§ Select the Update certifi cates that use certificate templates  check box 

and click OK .  
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§ Close Group Policy Edit.  

§ Click on the Details  tab, select Computer Configuration Settings Disabled  

from the GPO Status  list box.  

§ Link the GPO to the appropriate  OU.  

§ On the client computer , ope n command prompt and execute gpupdate.exe  

 

Configuring Network Policy Server  

¶ Install Network Policy Server  

¶ Register Network Policy Server in Active Directory  

¶ Adding RADIUS clients to NPS  

¶ Create a Connection Request Policy  

¶ Create a Network Request Policy fo r VLAN 20  

¶ Create a Network Request Policy for VLAN 30  

Install Network Policy Server  

§ On Server Manager , select Add Roles .  

§ On the Select Server Roles  page, select Network Policy and Access 

Services and click Next .  
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§ On the Network Policy and Access Services  page, select Next  

 

§ On the Select Role Services  page, select Network Policy Server  and click 

Next .  
































































































