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Purpose

The purpose of this document is to describe the process how wireless clients can

connect to different VLANS on a wireless network.

Today wireless networks contain a single SSID and a static policy associate d to each
SSID. This means that every user who connects to the wireless network will be
granted access based on the policies that you define on the RADIUS server and that

every user will retrieve the same settings.

Dynamic VLAN assignment is a feature th at places the wireless user into a specific
VLAN based on the SSID. This task of assigning users to VLAN s is handled by the
Network Policy Server on windows Server 2008. Each wireless network (SSID) can
have its own encryption and authentication method. Once the authentication is

successful, the Network Policy Server passes some IETF attributes to the user.

The following table gives you a list of the RADIUS attributes used for VLAN

assignment:

IETF 64 (Tunnel Type) Set this to VLAN

IETF 665 (Tunnel Medium  Type) Set this to 802

IETF 81 (Tunnel Private Group ID) Set this to the VLAN ID

Schematic Network Design
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In this design , VLAN 1 is the native VLAN and VLAN 20, 30 are user -defined VLANS.

VLAN 30

172.16.30.0/24

Only VLAN 20 and 30 are available o n the wireless domain.

The following table gives you an overview of all the devices used, their role and IP

address:
Device IP Address VLAN ID Description
ADDEVDCO1 172.16.10.2 1 Windows Server 2003 Domain
Controller, DNS, Enterprise Root CA,
DHCP
ADLHSRVO01 172.16.10.3 1 Windows Server 2008 Member Server,
Network Policy Server
ADVIO1 Dynamic Dynamic Windows Vista Client
AP 172.16.10.230 1-20-30 Wireless Access Point
ADDEVRTR 172.16.10.1 1-20-30 Inter -VLAN Router
172.16.20.1
172.16.30.1

The following table gives you an overview of the network IDs used in this design:

VLAN ID Network 1D

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0



1 172.16.10.0/24

20 172.16.20.0/24

30 172.16.30.0/24

Choosing a Microsoft Enterprise Root CA

When you install a Certificate Authority (CA) you have the choice bet ween a
Standalone and an Enterprise CA. This means that there are two different policies

available how to handle a certificate request.

Standalone CA

Standal one CAds are not integrated in an Acti

administrative action to verify the user who requests  a certificate.

When a user submit a certificate request, the user must apply all identifying
information about themselves and the type of certificate the user want to request. By
default, all certificate requests send to a st andalone CA are set to the pending state,

so that a CA administrator can deny or allow the certificate request.

Enterprise CA

Enterprise CA6s are integrated with Active
requests a certificate. This means that the use r must have a user account in Active

Directory before the user can request a certificate from a n Enterprise CA.

When a user logs on, the user has to authenticate them to the domain using a domain
user account and password. A domain controller validates th e logon request of the
user account and is assigned a security token.

An Enterprise CA will use this security token to check if the user is allowed to request

a certain certificate.

The user can manually request a certi feraaCAe
administrator can assign auto -enrollment via Group Policies.
A CA administrator also can configure an Enterprise CA so that a computer account

can automatically receive a certificate. This process is also done via Group Policies.

Configuring wireless dynamic VLANs on Windows Server 2008 , version 1.0
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When a comput er starts up, a list of previously assigned computer certificates is
compared with the certificate templates assigned via Group Policies. If the computer
does not have a valid certificate for a n assigned certificate template, the computer will

request the certificate.

An Enterprise CA works with certificate templates. A certificate template identifies a
certificate because there are some purposes defined in these templates for what the
certificate actually can be used.

Additionally a CA administrator has t o0 modify the Discretionary Access List (DACL) to

assign permissions to certificate templates.

Configuring Windows Server 2003 Certificate Authority

1 Install Windows Server 2003 Certificate Authority

Install Windows Server 2003 Certificate Authority

Open Ad d or Remove Programs from the Control Panel

Click on Add/Remove Windows Components and select Certificate
Services from the Windows Components Wizard dialog box and click  Next .
Select Certificate Services and on the Microsoft Certificate Services
exclamat ion box, click Yes.

Windows Components Wizard

Windows Components ol

You can add or remove components of Windows.

.

N

23

To add or remove a component, click the checkbox. A shaded box means that only
patt of the component will be installed. To see what's included in a component, click
Details.

LComponents:
W (=) Accessories and Utilties 275MB 4
ahpplication Server 15.3MB

[] =1 E-mail Services

[ @4Fax Services A7MR T

Description: Installs a certification authority [CA] to issue certificates for use with
public key security programs.

Total disk space required: 8.6 MB .
Space available on disk: 7027.0 MB ﬂj
< Back I Next > I Cancel | Help I
On the Certificate Authority Type page, select the appropriate type of CA
you want to set up and click Next.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0



Windows Components Wizard

CA Type
Select the type of Ca you want to set up.

(" Enterprise subordinate Ca,
(" Stand-alone root CA&
" Stand-alone subordinate C&

Description of CA type
The most trusted C4 in an enterprise. Should be installed before any other Ca.

™ Use custom settings to generate the key pair and C4 certificate

< Back I Next > I Cancel | Help

On the CA Identifying Information page, enter information that is

appropriate for your company in the Common name for this CA textbox and
specify also the  Validity period for CA certificate, click ~ Next !

CA Identifying Information
Enter information to identify this Ca.

Common name for this CA:
IADD EV 4

Distinguished name suffix:
DC=addev,DC=local

Preview of distinguished name:
CN=ADDEY C& DC=addev,DC=local

Validity period: Expiration date:

|5 IYears v I 10/07/2012 9:50

< Back I Next > I Cancel | Help

On the Certificate Database Settings page, enter location for the certificate

database, database log and configuration information, click Next.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0



Windows Components Wizard B3

Certificate Database Settings
Enter locations for the certificate database, database log, and configuration
information.

Certificate database:

IC:\WINDDWS\system32\CerlLog Browse... |

Certificate database log:
IC:'\W’IN DOWS\system32\CertLog Browse...

[ Store configuration information in a shared folder
Shared folder:

Browse,..

[T | Preserve evisting certificate database

< Back I Nest > I Cancel | Help |

A Configuring Components pag e shows up to display setup information.

Windows Components Wizard

Configuring Components
Setup is making the configuration changes you requested.

. ' Please wait while Setup configures the components. This may take
3 several minutes, depending on the components selected.

Status: Completing configuration of Certificate Services...

I

¢ Back l ext> | Help

Click Finish to exit the installation process.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0



Windows Components Wizard

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components YWizard.

To close this wizard, click Finish.

cBack | Finish Help |

Note *: If you want to change the default cryptographic settings, select the Use custom
settings to generate the key pair and CA certificate. Then you will be pro mpted to
change the CSP, hash algorithm and key length.

If you setup a CA from an earlier version or if you had previously a standalone CA and

you want to move to an enterprise CA, then you have to select this checkbox and

select Use an existing key from t he dialog box.

Windows Components Wizard E3

Public and Private Key Pair
Select a cryptographic service provider [CSP), hash algorithm, and settings for the

key pair.

LCSP: Hash algorithm:

Microsoft Base DSS Cryptographic Provider «| [MD4 |
Microsoft Enhanced Cryptographic Provider +1.0 MD5

:Microsoft Strona Cruptographic Provider 3
Schlumberger Cryptoaraphic Service Provider L]

™ Allow this CSP to interact with the desktop Key length:

|2048 v I

™ Use an existing key:

Import... l

MS 1S DCOM Server

[T Use the certificate associated with this key

< Back I Next > I Cancel Help

Configuring wireless dynamic VLANs on Windows Server 2008 , version 1.0
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Prepare the environm

en t for secure WLAN

You need to prepare the environment with wireless groups to support the appropriate

authentication. The next step is the create security groups in Active Directory for

wireless access.

il

f
f
f
f
f

Create a gro up AutoEnroll NPS Server Authentication Certificate

Create a group AutoEnroll Client Authentication

Create a user account for VLAN 20

Create a user account for VLAN 30

Create a group Wireless Users VLAN 20

Create a group Wireless Use

rs VLAN 30

T Computer Certificate

Create a group AutoEnroll NPS Server Authentication Certificate

Open Active Directory Users and Computers

from Administrative Tools

Select Organization Unit you want to create the group.

Right click on the OU, select

New 1 Group

Onthe New Obje cti Group window, type the name of the group AutoEnroll

NPS Server Authentication Certificate

New Object - Group i x|

@ Createin: addev.local/Access Denied/Groups

and click OK

Group name:

I AutoEnroll NPS Server Authentication Certificate

Group name (pre-Windows 2000):

l AutoEnroll NPS Server Authentication Certificate

Group scope

" Domain local

~Group type
¢ Security

" Global " Distribution
" Universal
| OK I Cancel |
Create a group AutoEnroll Client Authentication T Computer

Certificate

Open Active Directory Users and Computers

from Administrative Tools

Select Organization Unit you want to create the group.

Configuring wireless dynamic VLANs on Windows Server 2008

, version 1.0
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Right click on the OU, select New i Group
Onthe New Object i Group window, type the name of the group AutoEnroll
Client Authentication - Computer Certificate  and click OK

New Object - Group [ _5]

@ Create in: addev.local/Access Denied/Groups

Group name:
l AutoEnroll Client Authentication - Computer Certificate

Group name (pre-Windows 2000):
| AutoEnroll Client Authentication - Computer Certificate

Group scope ———— | Group type

" Domain local ' Security
" Global " Distribution
" Universal

| oK l Cancel

Create a user account for VLAN 20

Open Active Directory Users and Computers from Administrative Tools.
Select Organization Unit you want to create the user.

Right click on the OU, select New i User

Onthe New Object T User dialog box, type Stef in First Name andtype Stef

in User Logon Nam  e. Click Next

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0 12



New Object - User W

g Create in:  addev.local/ccess Denied/Users

First name: ISteI Initials: I
Last name: ILoos
Full name: IStel Loos

User logon name:

Istef I @addev.local

User logon name [pre-Windows 2000):

lADDEV\ Istef

< Back I Nest > I

Cancel

Inthe New Object

Password and Confirm Password box. Clear

at next logon

New Object - User 3

g Create in:  addev.local/ccess Denied/Users

i User dialog box, type a password of your choice in

User must change password

check box. Click Next and click Finish

Password: Ioooooooo

Confirm password: Iooooooo.|

™ User must change password at next logon
[ User cannot change password
V' Password never expires

[~ Account is disabled

< Back I Next > I

Cancel

Create a user account for VLAN 30

Open Active Directory Users and Computers

Select Organization Unit you want to create the user.

Configuring wireless dynamic VLANs on Windows Server 2008
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Right click on the OU, select New i User
T User dialog box, type

Johan in User Logon Name . Click Next

New Object - User )

g Create in:  addev.local/Access Denied/Users

Onthe New Object

Johan in First Name

and type

X

First name: IJohan Initials: l_
Last name: ILoos
Full hame: IJ ohan Loos

User logon name:

IJ ohan I @addev.local

User logon name [pre-Windows 2000):

|ADDEV'\ IJohan

| Next > I

< Back

Cancel

Inthe New Object i

Password and Confirm Password box. Clear

at next logon

New Object - User i

g Create in:  addev.local/ccess Denied/Users

User dialog box, type a password of your choice in

User must change password

check box. Click Next and click Finish

X

Password: Ioooooooo

Confirm password: Iooooooo.|

™ User must change password at next logon
[ User cannot change password
V' Password never expires

[~ Account is disabled

< Back I Next > I

Cancel

Create a group Wireless Users VLAN 20

Configuring wireless dynamic VLANs on Windows Server 2008

, version 1.0
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Open Active Dire ctory Users and Computers from Administrative Tools
Select Organization Unit you want to create the group.

Right click on the OU, select New i Group

Onthe New Object T Group window, type the name of the group Wireless
Users VLAN 20 and click OK

New Object - Group ! i ﬁl

@ Createin:  addev.local/Access Denied/Groups

Group name:
I wireless Users YLAN 20|

Group name (pre-Windows 2000);

| Wireless Users VLAN 20
Groupscope | [ Group type
" Domain local ¢ Security
¢ Global " Distribution
" Universal

| OK l Cancel

In the details pane, double click on Wireless Users VLAN 20.

Click onthe Members tab andclick Add .

On the Select Users, Contact, Computers, or Groups dialog box, in the
Enter the object names to select , type Stefand click  OK

Create a group Wireless Users VLAN 30
Open Active Directory Users and Computers from Administrative Tools

Select Organization Unit you want to create the group.
Right click on the OU, select New i Group
Onthe New Object T Group window, type the name of the group Wireless

Users VLAN 30 and click OK

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0



New Object - Group ¥ x|

@ Createin:  addev.local/Access Denied/Groups

Group name:
I Wireless Users YLAN 30

Group name (pre-Windows 2000):

| Wireless Users YLAN 30
Group scope | [ Grouptype
" Domain local ¢ Security
" Global " Distribution
" Universal

| OK l Cancel

In the details pane, double click on Wireless Users VLAN 20.
Clickonthe Members taband click Add .

On the Select Users, Contact, Computers, or Groups dialog box, in the

Enter the object names to select , type Johan and click OK

Configuringan  d Deploying WLAN Authentication
Certificates

Before we can use the wireless network, we need to deploy certificates. In this
section, you need to create and deploy following certificate templates.
1 NPS Server Authentication

Client Authentication 7 Computer

1

9 Client Authentication 1 User

1 Adding Certificate templates to the Certificate Authority
1

Add NPS Server account to AutoEnroll NPS Server Authentication Certificate

group
1 Add Client computer account to AutoEnroll Client Authentication - Computer

Certificate g roup

NPS Server Authentication

A server certificate is required on the NPS server to authenticate the wireless client

computers during the EAP  -TLS protocol handshake.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0
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Open Certificate Authority from Administr

ative Tools

Right click on  Certificate Template s and select Manage
Right click on RAS and IAS Server certificate template and select
Duplicate Template.
Onthe General tab, in the Template display name field, type NPS Server
Authentication.
Properties of New Template : 211
Issuance Requirements I Superseded Templates l Extensions I Security
General Request Handling | Subject Name
Template display name:
INPS Server Authentication
Minimum Supported CAs:  Windows Server 2003, Enterprise Edition
After you apply changes to this tab, you can no longer change the template
name.
Template name:
lNPSSewerAuthentication
Walidity period: Renewal period:
[ 1fvears x| [ B fweeks x|
I~ Publish certificate in Active Directory
™ Do not autornatically reenrall it & duplicate certificate exists in &ctive
[irectomn
| oK I Cancel Apply
Click on the Subject Name  tab, select Build from this Activ e Directory

information
and that only DNS Name is selected under

subject alternative name.

Configuring wireless dynamic VLANs on Windows Server 2008

. Ensure that the subject name format is set to

Common name

Include this information in

, version 1.0
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Properties of New Template g _"j}j

Issuance Requirements I Superseded Templates I Extensions | Security '
General | Request Handling Subject Name

" Supply in the request
Select this option to allow a variety of subject name formats or if you do
not have access to the domain of which the subject is a member.
Autoenrollment is not allowed if you choose this option.

(¢ Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

Common hame

™ Include e-mail name in subject name

Include this information in alternate subject name:
[ E-mail hame

V' DNS name

[~ User prinicipal hame [UPN)

[~ Service principal name (SPN)

oK || Cancel I Apply

Click onthe Security tab, clickonthe Add button and add AutoEnroll NPS

Server Authentication  Certificate group. Assign Enroll and Autoenroll

permissions and click  OK.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0



Properties of New Template L _”j}j

General | Request Handling I Subject Name I
lssuance Requirements | Superseded Templatesl Eutensions  Security

EIOUD Or User names:

ﬁ Administrator [ADDEV \&dministrator)

!ﬁ Authenticated Users

ﬂz AutoEnroll NPS Server Authentication Certificate (ADDEV\AutoEnr...
m Domain Admins [ADDEVADomain Admins)

ﬁi Enterprise Admins [ADDEVAE nterprise Admins)

Add... I RBemove |

Permissions for AutoEnroll NPS Server

Authentication Certificate Allow Deny
Full Control (M| O
Read O O
Write O O
Enroll O
Auoerdl M O
For special permissions or for advanced settings, Advanced |
click Advanced. el

oK || Cancel I Apply |

Note: You should remove RAS and IAS Servers from the ACL.

Client Authentication i Computer

Open Certificate Authority from Administrative Tools

Right click on  Certificate Templates and select Manage .

Right click on  Workstation Authentication certificate template and select

Duplicate Template
On the General tab, in the Template display name field, type Client

Authentication - Computer.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0
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Properties of New Template i E 21x]

Issuance Requirements | Superseded Templates | Extensions | Security

General I Request Handling I Subject Name

Template display name:

rCIient Authentication - Computed

Minimum Supported CAs: Windows Server 2003, Enterprise E dition

After you apply changes to this tab, you can no longer change the template
name.

Template name:

|Clienb&uthentication-Computer

Walidity period: Renewal period:

I 1 I years Ll I B Iweeks Ll

[~ Publish certificate in Active Directory

™ Do not autornatically reenrallif & duplicate certificate exists in Active
Directon

| 0K I Cancel Apply

Click onthe Subject Nam e tab, select Build from this Active Directory

information . Ensure that the subject name format is set to

Common name

and that only DNS Name is selected under Include this information in

subject alternative name.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0
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Properties of New Template L _”j}j

Issuance Requirements I Superseded Templates I Extensions | Security I
General | Request Handling Subject Name

" Supply in the request

Select this option to allow a variety of subject name formats or if you do
not have access to the domain of which the subject is a member.
Autoenrollment is not allowed if you choose this option.

(¢ Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

Common hame

™ Include e-mail name in subject name

Include this information in alternate subject name:
[~ E-mail hame

V' DNS name

[~ User prinicipal name (UPN)

[~ Service principal name (SPN)

oK || Cancel I Apply

Click onthe Security tab, nextclickon the Add button and add AutoEnroll

Client Authentication 7 Computer Certificate group. Assign Enroll and

Autoenroll  permissions and click  OK.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0



Properties of New Template L _”j}j

General | Request Handling I Subject Name I
lssuance Requirements | Superseded Templatesl Eutensions  Security

EIOUD Or User names:

ﬁ Administrator [ADDEV \&dministrator)

!ﬁ Authenticated Users

ﬂz AutoEnroll Client Authentication - Computer Certificate [(ADDEV\Aut...
m Domain Admins [ADDEVADomain Admins)

ﬁi Enterprise Admins [ADDEVAE nterprise Admins)

Add... I RBemove |
Permissions for AutoEnroll Client
Authentication - Computer Certificate Allow Deny
Full Control (M| O
Read O O
Write O O
Enroll O
Auoerdl M O
For special permissions or for advanced settings, Advanced |
click Advanced. el
oK | | Cancel I Apply |
Note: You should remove the Domain Computer s group from the ACL.
Client Authentication T User

Open Certificate A uthority  from Administrative Tools

Right click on  Certificate Templates and select Manage .

Right click on User certificate template and select Duplicate Template

On the General tab, in the Template display name field, type

Authentication - User.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0
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Properties of New Template L

Issuance Requirements I Superseded Templates
General Request Handling

Template display name:

21|

l Extensionsl Security
I Subject Name I

ICIient Authentication - Use

Minimum Supported CAs:  Windows Server 2003,

After you apply changes to this tab, you can no longer change the template

name.

Template name:

Enterprise Edition

|Clienb&uthenticalion-User

Walidity period:

Renewal period:

| I

| 1 | years

[V Publish certificate in Active Directory

™ Do not automatically reenroll if a duplicate certificate exists in Active

Directory

B |weeks

Jid

[ ok ]

Cancel Apply

Click on the Subject Name tab, select

information . Under Subject name format
Ensure that User Principal Name (UPN)
Include this information in subject alter

Verify that Include e

are cleared.

Configuring wireless dynamic VLANs on Windows Server 2008
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Properties of New Template i E 21x|

Issuance Requirements | Superseded Templates | Extensions | Security |
General | Request Handling Subject Name

" Supply in the request
Select this option to allow a variety of subject name formats or if you do
not have access to the domain of which the subject is a member.
Autoenrollment is nat allowed if you choose this option.

(¢ Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:
IFuIly distinguished name ;'

™ Include e-mail name in subject name

Include this information in alternate subject name:

e T ;

[~ DNS name
IV User prinicipal name (UPN)
[~ Service principal name (SPN)

ok [[ cancel | appb

Click onthe Security tab, next click on the Add button and add  Wireless Users

VLAN 20 and Wireless Users VLAN 30 group s. Assign Enroll and Autoenroll

permiss ions and click OK.

Configuring wireless dynamic VLANs on Windows Server 2008 ,version 1.0
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Properties of New Template 1 21x|

General I Request Handling I Subject Name l
lssuance Requirements | Superseded Templatesl Eutensions  Security

Group or user hames:

_62 Domain &dmins [ADDEYAD omain Admins) B
m Enterprise Admins [ADDEVAE nterprise Admins)

Wireless Users VLAN 20 [ADDEV\Wireless Users WLAN 20)
ﬂz Wireless Users VLAN 30 [ADDEV\Wireless Users VLAN 30)

«| | »
Add... ] Remove I

Permissions for Wireless Users VLAN 20 Allow Deny
Full Control (M| O
Read O O
Wiite O O
Enroll O
Autoenroll O
For special permissions or for advanced settings, Advanced I
click Advanced. el

oK ll Cancel I Apply I

Note: You should remove the Domain Users group from the member list.

Adding Certificate templates to the Certificate Authority

After you have configured or created new certificate templates, you have to add them

to the certificate aut  hority to enable enrollment.
From the Certificate Authority , right click on  Certificate Templates , select
New 1 Certificate Template to Issue
Select following certificate templates: Client Authentication T Computer, Client
Authentication 1 User, NPS Serve r Authentication and click OK.

Close Certificate Authority snap -in.

Add NPS Server account to AutoEnroll NPS Server Authentication
Certificate group

Open Active Directory Users and Computers from Administrative Tools.
Double click on the  AutoEnroll NPS Ser ver Authentication Certificate
group.
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Select Members tab, clickonthe Add button. Add NPS computer account and
click OK.

Add Client computer account to AutoEnroll Client Authentication
i Computer Certificate group

Open Active Directory Users and Computers from Administrative Tools.
Double click on the  AutoEnroll Client Authentication - Computer
Certificate  group.

Select Members tab, clickonthe Add button. Add the client computer account

and click OK.

Create GPOs for Certificate Enrollment

I Create a GPO fo r NPS certificate enrollment
1 Create a GPO for Client Computer certificate enroliment

1 Create a GPO for user certificate enrollment

Create a GPO for NPS certificate enrollment

Open Group Policy Management Console from Administrative Tools

Expand Domain s, right clickon Group Policy Objects , select New and type

GPO NPS Server and click OK.

Right click on GPO NPS Server Authentication and select Edit

Expand Computer Configuration, Windows Settings, Security Settings and
Public Key Policies .

In the details pan e, double click on  Autoenroliment Settings

Click Enroll certificates automatically . Select Renew expired certificates
update pending certificates, and remove revoked certificates check box.
Select the Update certificates that use certificate templates check box
and click OK.
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Autoenrollment Settings Properties

General I

=Y Enroll user and computer certificates automatically

i B3

{" Do not enroll certificates automatically

' Enoll certificates automatically

[V Renew expired certificates, update pending certificates, and remove

revoked certificates

v Update certificates that use certificate templates

oK || Cancel I Apply

Close Group Policy Editor

Clickonthe Details tab, select User Configuration Settings Disabled

the GPO Status list box.
Link the GPO to the  appropriate OU.

On the NPS server, open command prompt and execute gpupdate.exe

Crea te a GPO for Client Computer certificate enrollment

Open Group Policy Management Console from Administrative Tools

Expand Domain s, right click on  Group Policy Objects
GPO Client Authentication 7 Computer and click OK.

Right click on G PO Client Authentication and select Edit

, select New and type

Expand Computer Configuration, Windows Settings, Security Settings and

Public Key Policies

from

In the details pane, double click on Autoenrollment Settings
Click Enroll certificates automatically . Select Renew expired certificates
update pending certificates, and remove revoked certificates check box.
Select the Update certificates that use certificate templates check box
and click OK.
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Autoenrollment Settings Properties

General I

=Y Enroll user and computer certificates automatically

i B3

{" Do not enroll certificates automatically

' Enoll certificates automatically

[V Renew expired certificates, update pending certificates, and remove

revoked certificates

v Update certificates that use certificate templates

oK || Cancel I Apply

Close Group Policy Edit

Clickonthe Details tab, select User Configuration Set tings Disabled from
the GPO Status list box.
Link the GPO to the  appropriate OU.
On the client computer , open command prompt and execute gpupdate.exe
Create a GPO for U ser certificate enroliment
Open Group Policy Management Console from Administrative Tool S.

Expand Domain s, rightclick on  Group Policy Objects

GPO Client Authentication i User, click OK.

, select New and type

Right click on GPO Client Authentication - User and select Edit

Expand Computer Configuration, Windows Settings, Security Settings

Public Key Policies

In the details pane, double click on Autoenrollment Settings

Click Enroll certificates automatically

update pending certificates, and remove revoked certificates

Selectthe Update certifi ~ cates that use certificate templates

and click OK.
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Autoenrollment Settings Properties K

General I

=" Envoll user and computer certificates automatically

" Da not enroll certificates automatically

' Enoll certificates automatically

[V Renew expired certificates, update pending certificates, and remove
revoked certificates

v Update certificates that use certificate templates

oK Il Cancel l Apply

Close Group Policy Edit.

Click onthe Details tab, select Computer Configuration Settings Disabled
from the GPO Status list box.

Link the GPO to the  appropriate OU.

On the client computer , ope n command prompt and execute gpupdate.exe

Configuring Network Policy Server

Install Network Policy Server

Register Network Policy Server in Active Directory
Adding RADIUS clients to NPS

Create a Connection Request Policy

Create a Network Request Policy fo r VLAN 20

= =4 a4 -4 -8 -2

Create a Network Request Policy for VLAN 30

Install Network Policy Server

On Server Manager , select Add Roles
On the Select Server Roles page, select Network Policy and Access

Services and click Next .
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29



Add Roles Wizard

Confirmation

Progress
Results

Select one or more roles to install on this server.
Roles:

Description:

D Active Directory Certificate Services

[ Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
D Active Directory Rights Management Services
[] Application Server

[C] pHeP server

[] DNs server

[] Fax Server

[] File Services

INetwork Policy and Access

[ Print Services

[] Terminal Services

[] uUDDI Services

[] web Server (1S)

[[] windows Deployment Services

[[] windows SharePoint Services

More about server roles

<previous [ mext> | weml | concel |

Network Policy and Access Services
provides Network Policy Server (NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
(HCAP), which help safeguard the
health and security of your network.

On the Network Policy and Access Services

On the Select Role Services

Next

Configuring wireless dynamic VLANs on Windows Server 2008
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