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Introduction 

You can use self signed certificates, certificates from your own internal Certification Authority or 

certificates from a trusted Certification Authority on your firewall. These certificates can be used for 

GlobalProtect VPN, SSL decryption, etc. 

 

Request a Certificate via a predefined file Task List 

 Configure a certificate template on the Certification Authority  

 Modify cert.inf file to use your certificate template 

 Compile the configuration file into a certificate file 

 Submit the certificate request file to a CA 

 Install the certificate 

 Export the certificate including private key 

 Import the certificate into your firewall 

 

Configure a certificate template on the Certification Authority 

 Open Certificate Authority snap-in from Administrative Tools. 

 Right click on Certificate Templates and select Manage 

 Right click on Server Authentication Certificate Template and select Duplicate 

Template. 

 On the Duplicate Template dialog box, select Windows 2003 Server and click OK 

 

 On the General tab, in the Template display name field, type PANSSL 
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 Click on the Subject Name tab, select Supply in the request  

 Click on the Request Handling tab, select Allow private key to be exported 
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 Click OK 

 

Add Certificate Template to Certification Authority 

 Right click on Certificate Templates, select New Certificate Template to Issue 

 On the Enable Certificate Template dialog box, select PANSSL certificate template 

and click OK 

Modify cert.ini file to use your certificate template 

 [Version] 

Signature="$Windows NT$" 

 

[NewRequest] 

Subject = "CN=PA-VM.addev.local" 
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Exportable = TRUE ; Private key is exportable! 

KeyLength = 2048 

KeySpec = 1 ; AT_KEYEXCHANGE 

KeyUsage = 0xA0 ; Digital Signature, Key Encipherment 

MachineKeySet = True  

ProviderName = "Microsoft RSA SChannel Cryptographic Provider" 

ProviderType = 12 

SMIME = FALSE 

RequestType = CMC 

 

[Strings] 

szOID_SUBJECT_ALT_NAME2 = "2.5.29.17" 

szOID_ENHANCED_KEY_USAGE = "2.5.29.37" 

szOID_PKIX_KP_SERVER_AUTH = "1.3.6.1.5.5.7.3.1" 

szOID_PKIX_KP_CLIENT_AUTH = "1.3.6.1.5.5.7.3.2" 

 

[Extensions] 

%szOID_SUBJECT_ALT_NAME2% = "{text}dns=PA-VM.addev.local&dns=sslvpn.addev.local" 

%szOID_ENHANCED_KEY_USAGE% 

="{text}%szOID_PKIX_KP_SERVER_AUTH%,%szOID_PKIX_KP_CLIENT_AUTH%" 

 

[RequestAttributes] 

CertificateTemplate= PANSSL 

 

Compile the configuration file into a certificate file 

Certreq –new ssl.inf ssl.req 
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Submit the certificate request file to a CA 

Certreq –submit ssl.req 

 

 

Select your certification authority and click OK 

Install the certificate 

Certreq –accept ssl.cer 
 

This command places the certificate into the certificate store on the local computer 

Export the certificate including private key 

 Open MMC, add/remove snap-in certificates, and select Computer 

 Locate your certificate in Certificates (Local Computer) | Personal | Certificates. Browse for your 

certificate, right click and select Export 

 On the Welcome to Certificate Export Wizard page, click Next 



How to request a certificate 7 

 

 
 On the Export Private Key page,  select Yes, export the private key and click Next 

 
 On the Export File Format page, select Personal Information Exchange and click Next 
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 On the Password page, type a password and click Next 

 
 On the File to Export page, type the filename for your certificate and click Next 
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 On the Completing page, click Next 

 

Import the certificate into your firewall 

 Navigate to Device | Certificate Management | Certificates | Device Certificates  and click 

Import 

 On the Import Certificate page, for Certificate File click Browse 

 Select the certificate for your firewall, type a name for your certificate, select Encrypted Private 

Key and Certificate, type the passphrase you have specified in the previous step 

 
 Click OK 


